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WIRELESS SECURITY ON VIPER
GATEWAYS AND LINCs

The Viper Gateways are configured with an SSID of EPAERT1. By default, the EPAERT1 Wi-
Fi network broadcasts as an “open” network (no security) and does not require devices to
provide a password in order to connect. Also by default, LINCs are configured to connect to an
“‘open” EPAERT1 network. However, there may be some instances when having an “open” Wi-
Fi connection is undesirable. In those scenarios, Wireless Security Settings can be
implemented on the EPAERT1 Gateway to secure the Wi-Fi network.

Important Information

The order in which wireless security should be configured is important!

o First, modify the LINCs to include a Wireless Security Passphrase.

¢ When all LINCs have been reconfigured, proceed to setting the Wireless Security
Passphrase on the Gateway.

e Although the Gateway will be configured last, it is recommended that before changing
the LINCs, verify that the Gateway Configuration Software (BC Commander) is
installed, functioning properly and recognizes the Gateway. Issues that can arise
include Java compatibility issues and Firmware Version issues. See Section 2 of this
guide for additional information.

o Complete steps 1 through 5 in the “Gateway Configuration” section of this guide to
verify that BC Commander is operational.

Overview of Steps

1. Make sure BC Commander software is installed and operational
2. Modify all LINCs
3. Modify the Gateway/s
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Section 1 - Configuring a LINC for Wireless Security

The steps below will identify how to add a security passphrase to each LINC that will be
connecting to the “security enabled” EPAERT1 Gateway.

Caution — this is an advanced task and could render a LINC unable to communicate with
Standard EPA Gateways. It is important to /label the LINC “Security Enabled” as to alert users
that the LINC will no longer work with the default open EPAERT1 network.

Before beginning, connect a laptop to the EPAERT1 Wi-Fi network.

1. Verify that the laptop is connected to the Gateway Wi-Fi network (EPAERTL1) and that
the LINC is powered on

Open an internet browser
Login to the LINC by Navigating to http://192.168.3.[LINC#]

a. [LINC#] will be the number labeled on the side of the LINC. So, to administer a
LINC labeled #25, enter 192.168.3.25 in the address bar

Connect to 192.168.3.25

4. Enter the User Name and Password

Username: dpac e —
& manner (hasic authentication

Contact ertsupport@epa.gov to obtain the password b
O
e AN T = LY
@G AT ECR
N Status M Configuration N Certificates 3 Network A Maintenance
A WLAN Security Parameters Current Values
Express Setup WLAN Security Type: WPA2-PSK i v I (7}
WLAN Settings Authentication Type: Auto V| @
WLAN Security Settings WPA / WPA2 Settings
Network Settings IWPA/WPAZ Pre Shared Key (PSK)Iloooooooooooooooo @I‘@.

Serial Port Settings
Serial Port 2 Settings
Connection Settings

I Commit I Cancel | Defaults I

5. After Logging in to the LINC, select Configuration from the menu bar
6. Select WLAN Security Settings from the left navigation pane
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7. Use the drop-down arrow next to WLAN Security Type to select WPA2-PSK
8. Under WPA/WPAZ2 Settings, enter a passphrase between 8 and 64 characters (16

characters are recommended). Please contact ertsupport@epa.gov to obtain the

password for EPA-Wide Viper Equipment consistency. This will allow seamless

integration of equipment when a Region needs to supplement their deployments with
other Regional or ERT/SERAS equipment, as well as for troubleshooting purposes.
This same passphrase will need to be added to all of the LINCs as well as the Gateway
Wi-Fi router so record the passphrase for later use.

9. Click the Commit Button after entering a passphrase

N Status M Configuration M Certificates 3 Network 3l Maintenance

~ Configuration changes committed successfully
Express Setup

WLAN Settings [ Reload | | Restart |
WLAN Security Settings

10. Click the Restart button. When the connection to the LINC is lost (i.e., the browser is
no longer logged in to the LINC), the settings have been applied. This may take a few
minutes. After the settings are applied, the Wi-Fi light on the LINC will continue to blink
until the same security settings have been configured on the Gateway.

11. Label the outside of the LINC “Security Enabled”.

12. Continue configuring the remaining LINCs.
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Section 2 — Configure Gateway with Wireless Security

Caution — this is an advanced task and could render a Gateway unable to communicate with
Standard EPA LINCs. It is important to /abel the Gateway “Security Enabled”, with the
password/passphrase, to alert users that the Gateway will no longer work with the default un-
secured LINC configurations.

BC Commander Software — Tips and Tricks

Rajant Radio Firmware v10 or v11

Gateways can have either Rajant firmware v10 or v11. Each firmware version uses a
corresponding version of BC Commander Software — BC Commander v10 or v11. Both
versions of the software are available for download from Response.EPA.Gov\Viper and there is
no visible way to tell which firmware is installed on a Gateway. Basically, if the Gateway is
recognized in BC Commander v10, it will have firmware V10. If a Gateway is recognized with
BC Commander v11, it will have v11 firmware installed. You may have to install one version
and if the Gateway is not recognized, install the other version.

After connecting to a Gateway in BC Commander, the exact firmware version will be displayed.
After discovering which version firmware a Rajant radio is using, it is recommended to make
note of it by adding a sticker somewhere in the Gateway.

Java Software

BC Commander requires Java. If Java is not installed or if a version of Java is installed that is
not compatible with BC Commander, you will receive a Java error during installation. Often
times, installing the latest version of Java will solve the problem. Earlier versions of Java are
posted to Response.EPA.Gov\Viper. If the latest version of Java is not working, try one of the
earlier versions posted there.

The instructions below assume that the software necessary to manage the Wi-Fi router in the
Gateway (BC Commander Software) is installed and operational on the laptop being used to
configure the Gateway. If the software is not installed on the Laptop, it can be
downloaded from the Documents section of response.epa.gov/viper.

ERT Support: 800-999-6990 Page 5


http://www.epaosc.org/viper

IMPLEMENTING WIRELESS SECURITY ON VIPER GATEWAYS AND LINCs

@ US EPA Environmental Response Team
I w H

Rajant Firmware V10 (BC Commander v10)

The instructions and screenshots below were created on a Gateway with V10 Rajant
Firmware and BC Commander v10 software. See the next section for examples from V11.

1. Verify your computer is connected to the Gateway’s Wi-Fi network (EPAERT1)
CAUTION: Remember to set security passphrase on the LINCs (Section 1) before
setting security on the Gateway. Use the same passphrase as configured for the
LINCs.

2. Open BC Commander o

Default Login Credentials

3 ContaCt ertsupport@epa-gov tO BCjCommander® will automatically attempt to login to
Obta | n the pa SSWO rd R A J A N T any BreadCrumbs it finds with the username and

password you set below.

4. Close any version warning screen. .
User: | co (Crypto Officer) ‘VJ

Password: | RRRRRRRRRRRAE

Cancel Save
5. Right-Click on the Gateway and Fie_lesh Vew Breadcmd e

choose Configure. Table View "
The Gateway should be listed in the  [stts , |Name |insta.. |PAddress | Group |Kno.. |Peer... | Clien..| Locati. |ACL.. |
Table View window. If the Gateway — FPAE TEEL — Bl
is not listed, it can be added
manually by following the Q Logut
instructions in Section 3 of this e
gu ide. @ Instablesh Trace

& Change Password

O' Zeroize Keys/Restore Factory Defaults

S@ Remove from Display

§3 Upload Firmware

[ Exportto File
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6. Switch to the wlanO tab

7. Under Primary ESSID, click Edit
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| £ BreadCrumb Configuration

S, BreadCrumb Setup: EPAERT23

e - -

[

[ General & 1P Jwian0 | etho | PortForwarding | Security & ACLs | Instabesh® | vLANS |
Frequency Band: 2.4 GHz Installer Type: u Regular @ Professional K
Primary ESSID Country Code: I UNITED STATES (840) _vJ
ESSID: |EPAERT1 Tx Power: | 23 dBm (average) TJ
Mode: I Mesh+AP 3 Channel: I 11: 2462 MHZ11Q _'J
Open Network (no security) Bandwidth:  Defaul
Beacon Interval (ms). 100
| 4| Security Configuration for wlanG:EPAERTL SR e =)
Mode: IWPA2 Personal IVJ SetKe
8' SeIeCt WPA2 Personal from the MOde WPA/WPA2 Keytype: lPassphrase IV lSetPasspnrase..AI
drop_down IISt Cipher Suites: {CCMP ;J
GTK Rekey Interval: 60 E seconds
9. Select Passphrase from the WPA/WPA2 ol Rekar eticn sistion eareaibss
Keytype ||St GMK Rekey Interval: 60 5 seconds
J RADIUS Servers I Accounting Servers ]
10. Click the Set Passphrase button Address Fort
Primary server retry interval: seconds
Clear Changes Close

ERT Support: 800-999-6990
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.
11. Select the option to Enter a new key
Secret Passphrase key for EPAERT23
12. Contact ertsupport@epa.gov to obtain the ke
password/passphrase ke sy
13. Enter the password/passphrase ) Use a rodousiyentrad ey
Key: | Default Copy
14. In the Confirm Key field, re-enter the
paSSWOI’d obtained KeyName: | | (used onlyin above list)
KeyType: | Passphrase (minimum 8 characters
15. Click the Set Key Now button or. [ ]
Confirm Key; [[rresssssssesses| | | comy |
. . (V] Hide key characters
16. Click OK to close the Key Saved window rerm
Key Saved l_-ih_J

17. Click Close until you return to the main
wlanO screen.

. Your key has been saved to EPAERTZ23.
18. Click Save

19. Click Reboot

When the Gateway reboots, the laptop
will be disconnected. You will have to

re-connect to EPAERT1 using the e - ﬂI
Passphrase that you just configured. S\ BozadCaus Seturceaceizs
If you are not prompted for a passphrase [ General &P [ wian0 | etho | Port Forwarding | Security & ACLs | Instalesh® | VLANS | _
When reconnecting your |aptop to Frequency Band: 2.4 GHz Installer Type: () Regular (@) Professional . N
. . Primary ESSID Country Code: | UNITED STATES (840) X
EPAERT]1, the security settings were not o T : ( =
. X Power: m (average) ﬂ
applied to the Gateway. Repeat the o B Cramet (11 24622110 B
steps above to apply the security wesz peisona  €at. | snowar:
Settl ngs . St £ Beacon Interval (ms): | 100
Enable Hide ESSID gless chi| 0
- . . . O E Min CostDiff: 10
Whenthe Gateway is finished r.ebOOtlng’ T MulticastRate: | 1Mops (80211b) | ¥,
the Wi-Fi lights on the LINCs will return - e
to a solid state, indicating that they are open Networe o secuty) 01 e s
. Tx Select t 3
ConneCted to the Securlty Enabled 2 — o (V] Use Broadcast Receive Address (BRA)
EPAERTl ne'[WO['k, pen Network (no security) <
(/] Enable UAPSD (PowerSave)
(/] Enable Fast Frames
. (/] Enable Compression -
20. Label the outside of the Gateway s L
“ . y o ear Changes | | LoadFile | | saveFile ose
Security Enabled” with the = » Gl
paSSWOfd/paSSph rase A Not directly connected via Ethernet, and over-the-air keying is not permitted. Key-seting functionality is disabled.

ERT Support: 800-999-6990 Page 8


mailto:ertsupport@epa.gov

i 3’\ US EPA Environmental Response Team
'\E‘ | % IMPLEMENTING WIRELESS SECURITY ON VIPER GATEWAYS AND LINCs

Rajant Firmware V11 (BC Commander v11)

The instructions and screenshots below were created on a Gateway with V11 Rajant
Firmware and BC Commander v11 software.

)
>Y)

1. Open BC Commander

(OSSO

Default Login Credentials

2. Atthe User name and Password prompt,
enter the fOIIOWing information: BCjCommander® will automatically attempt to login to

R A J A N T any BreadCrumbs it finds with the username and

password you set below.

User: co (Crypto Officer)

User: | co (Crypto Officer) .VJ

Contact ertsupport@epa.gov to obtain the
password Passworg: | wrrrreereens |

Auto-Loagin to all BreadCrumbs

3. Close any version warning screen. Cancel | | Save

A Rajant BC|[Comm
A—
File View Mesh BreadCrumb Help

4. Right-Click on the Tabt | &
Gateway and choose T ¥
Configure.

| REICECOT Rl [~ TopologyView X |

]

The Gateway should be listed Flags | Name or Serial | Session IP Address | Peers | Peer Connecti... | Groups | Network Name

in the Table View window. If
the Gateway is not listed, it
can be added manually by
following the instructions in Section 3 of this guide

New Tab Clrl+T
Configure... Alt+C s

A BreadCrumb Configuration

5. On the left side of the screen, select AP (EPAERTL) below | It
the wlan0 (2.4 GHz) section

Permission: Crypto Officer {full contro

Type filter text

General
¥ Neilwork
VLANS
Port Forwarding
Capture
¥ Ports
Local
v wian0 (2.4 GHz)

eth0
¥ Security
ACL
BCAPI
InstaMesh
TRolP
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==
6. Scroll the right side of the screen until the Security
section is displayed
a. Select WPA2 Personal for the Security Mode iy e _
lWF'AZ Persunall 'J
b. Select Passphrase for the WPA/WPA2 Key WeP Ky
Type
c. Contact ertsupport@epa.gov to obtain the gy e
pp @ p g l’j lPassgnraseI .'J
WPA/WPA2 Passphrase WPANNPAZ Raw Key
d. Enter the WPA/WPA2 Passphrase obtained -
e. Confirm the password in the line below. &) i
f. Click the Save button at the top of the | | cmen
window.

7. Click Finish L et

Reboot Rety Finish
B8 BreadCrumb Table 53 AT ALARY
Flags | Name or Serial | Session IP Address | Peers | Peer Connecti... | Groups
8. Right-Click on the Gateway and select Q)
New Tab Ctrl+T
RebOOt Configure... Alt+C

When the Gateway reboots, the laptop will be disconnected. You will have to re-connect to
EPAERTL1 using the Passphrase that you just configured. If you are not prompted for a
passphrase when reconnecting your laptop to EPAERTL, the security settings were not applied to
the Gateway. Repeat the steps above to apply the security settings.

When the Gateway is finished rebooting, the Wi-Fi lights on the LINCs will return to a solid state,
indicating that they are connected to the Security Enabled EPAERT1 network.

9. Label the outside of the Gateway “Security Enabled” with the password/passphrase
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Section 3 — Manually Add a Gateway to BC Commander —
Version 10 Only

If BC Commander does not automatically find the Gateway, it can be manually added in BC

Commander V10.
for additional information.

=

2. Open BC Commander

3. Atthe User name and Password
prompt, enter the following
information:

User: co (Crypto Officer)

Contact ertsupport@epa.gov to
obtain the password

4. Select Mesh from the menu bar

5. Select Manually Add
BreadCrumbs (FYI - a Gateway is
a Breadcrumb)

ERT Support: 800-999-6990

Verify your computer is connected to the Gateway’s Wi-Fi network (EPAERT1)

| e

If you need to manually add a Gateway in V11, please contact ERT Support

B pefault Login Credentials

BCjCommander® will automatically attempt to login to

R A J A N T any BreadCrumbs it finds with the username and

password you set below.

X

User: | co (Crypto Officer) \TJ
Basoword: j ,,,,,,,,,,,,, l
Auto-Loagin to all BreadCrumbs
Cancel | | save
File View BreadCrumb Help
Rescan for BreadCrumbs
Ta Add Bread O
Statu _,) Set Default Login Credentials \ddress
pe €9 Clear Default Login Credentials 92.168.4.23
InstaMesh Licenses... >
[I*] Take Network Snapshot
@ InstaMesh Trace (Enterprise Edition onl
Peer Link Filters... >
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6. Enter the IP Address of the 1[&] Manual BreadCrumb Discovery s
Gateway. The IP Address will be —_——————
192.168.4.xxx. XXX represents the 'F'A""’essl e du sl I i
numbers in the Gateway name. For IP Address | Status —

example Gateway EPAERT150
would have an IP Address of
192.168.4.150. Gateway
EPAERT53 would have an IP
Address of 192.168.4.53

| Close

7. If the Gateway is still not recognized, temporarily modify the IP Address of the computer
running BC Commander to use a fixed IP Address in the same subnet as the Gateway.
Any IP Address in the 192.168.4.xxx should work as long as it is not the same as the
Gateway’s IP Address. For additional information on changing the computer’s IP
Address, contact ERT Support.

8. If the Gateway is still not recognized in BC Commander using the steps above, it most
likely has version 11 firmware that does not correspond to the version of BC
Commander being used. In that case, uninstall the current version of BC Commander
(in the steps above, BC Commander v10 is installed) and install Version 11.
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