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OVERVIEW 
The laptop inside a Smart Gateway should have an IP Address of 192.168.4.4  On rare 
occasions, the IP Address assigned to the Smart Gateway laptop can unknowingly change.  If 
the IP Address of a Smart Gateway laptop has changed, follow the steps below to correct the 
IP Address back to 192.168.4.4 
 

The discovery of a changed IP Address usually occurs when Windows Remote Desktop 
Connection fails to connect to the laptop and users follow the “Troubleshooting Remote 
Desktop Connection to the Smart Gateway” section of the Smart Gateway user manual. 

Verify the Current IP Address 
If you can’t use Remote Desktop Connection locally to access the Smart Gateway Laptop from 
a computer or mobile device connected to the EPAERT1 WiFi network, you have two options: 

 Connect an external (HDMI) monitor, USB keyboard and USB mouse to the ports on 
the back of the Smart Gateway; or 

 Open the Gateway and use the touch screen monitor.   
 

 

Run “IPCONFIG /all” 

1. Login to the Smart Gateway 
Laptop using one of the 
methods discussed above 

2. Click the search icon and 
type CMD and press enter 
to open a command 
prompt 

3. Type IPCONFIG /all 
and press enter 

 Look under the Ethernet 
Adapter section for the lpv4 
Address and make note of 
what that says 

 

 

 

 

 



 

US EPA Environmental Response Team 
 

ERT Support: 800-999-6990  
 Page 4 

 

Correct the IP Address 
The IP Address of the laptop is assigned by the Cradlepoint Router.  Follow the steps below to 
assign the correct IP Address to the Smart Gateway laptop. 
 

Cradlepoint DHCP Server Updates 

 

1. Login to the 
Cradlepoint Router 

2. Navigate to 
Networking > 
DHCP Server 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. Put a checkmark in any existing entry below the 
“Reservations” section and click the “Remove” button 
 
 
 
 
 
 
 
 
 
 

4. Under the “Active Leases” section, click the “Reserve” button on the line with the 
incorrect IP Address.  The IP Address should be the same as what was noted in the 
section above. 
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5. Click “Yes” to Confirm 
the Lease Reservation 
and click “OK” after 
successfully saving the 
settings 
 
 
 

6. Click the “Edit” button under the 
“Reservations” section 
 
 
 
 
 
 
 
 

7. Change the IP Addr: to 192.168.4.4 
and click Save 
 
 
 
 
 
 
 
 
 

8. Click “OK” when the settings are 
successfully saved 
 
 
 
 
 
 
 
 

9. Reboot the Smart Gateway Laptop and verify that you can now connect to it using 
“Windows Remote Desktop Connection” via the correct IP Address of 192.168.4.4 


