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Infrastructure Protection



 Partnerships at all levels and shared responsibility of 
infrastructure security - with the types of initiatives IP has 
taken in an effort to enhance infrastructure security and 
resilience.
– Protective Security Advisor program 
– Regional Resilience Assessment Program
– Hometown Security
– Active Threat Awareness - Bombing Prevention/Active Shooter
– Chemical Security
– Cyber Security

Whole of Community Approach

Presenter
Presentation Notes
What DHS is doing covers the whole of community theme - partnerships at all levels and shared responsibility of infrastructure security - with the types of initiatives IP has taken in an effort to enhance infrastructure security and resilience.
 
E.g., active shooter, PSA program, RRAPs, Hometown Security
 
Small and medium sized businesses as targets and the role our PSAs and Hometown Security is meant to engage those owners and operators – encouraging them to connect, plan, train, and report. You will hear more about this effort from our Chief of Protective Security, Harvey Perriott.
 
You will also be provided with a High-Level Refresher on the CFATS Program by our Chief of Regulatory Compliance, Paul Gilbreath. 
 
Under CFATS, a covered facility develops security plans tailored to the security concerns for which it is covered, the facility’s tier, and the facility’s business practices. 




 Linked to our Nation’s security and prosperity.

 CI disruption impact to national economies

 How infrastructure will be used in the coming 100 
years, and how it will interact with the Internet?

 What are the threats on the horizon?

Resilient and Secure Infrastructure

Presenter
Presentation Notes
The development of secure and resilient infrastructure is inextricably linked to our Nation’s security and prosperity.

Disruptions of critical infrastructure affects timely delivery of goods and services that are imperative to national economies

It is not enough to build an updated version of the same infrastructure – we need to look at how infrastructure will be used in the coming 100 years, and how it will interact with the Internet.

What we design and develop today must take into account not only current threats, but also threats that are still on the horizon




 Challenge continues to be copycats, lack of indicators
 Need balance security with open access business model
 Whole of community effort
 Partnership with owners & operators
 Recognize unique nature of operating environments
 Share information & best practices

• SHIFT – leaning forward in how we share information
E.g., Paris, Brussels

Protecting Critical Infrastructure – A 
Shared Responsibility

Presenter
Presentation Notes
Challenge continues to be copycats, lack of indicators
Need balance security with open access business model
Whole of community effort
Partnership with owners & operators
Recognize unique nature of operating environments
Share information & best practices
SHIFT – leaning forward in how we share information
E.g., Paris, Brussels




Regionalization Efforts

 Strengthen coordinated delivery of IP 
capabilities and support to existing 300 field 
personnel 
– Reduce layers between mission execution 

and NPPD and IP leadership
– Devolve outreach, exercises, analysis and training services, currently 

performed at headquarters to the regions
– Enhance coordination regionally in steady state, special events and 

incident response – improving situational awareness for NPPD
 Led by a Regional Director - responsible for execution of the 

overall IP mission 
 Assess operational needs of stakeholders and drive 

requirements for national IP programs and capabilities

Presenter
Presentation Notes
Strengthen coordinated delivery of IP �capabilities and support to existing 300 field �personnel by unifying administrative, business, �and mission support capabilities in 10 federal �regional offices
Reduce layers between mission execution �and NPPD and IP leadership
Devolve outreach, exercises, analysis and training services, currently performed at headquarters to the regions
Enhance coordination regionally in steady state, special events and incident response – improving situational awareness for NPPD
Designate a senior official in each region responsible �for execution of the overall IP mission 
Assess operational needs of stakeholders and drive requirements for national IP programs and capabilities



 PSAs are field-deployed personnel who serve as critical infrastructure 
security specialists
– Chief of Protective Security (CPS) oversee and manage the PSA program in their 

respective region

 State, local, tribal, and territorial (SLTT) and private sector link to DHS 
infrastructure protection resources
 Coordinate vulnerability assessments, training, and other DHS products and 

services
 Provide a vital link for information sharing in steady state and incident response
 Assist facility owners and operators with obtaining security clearances

 During contingency events, PSAs support the response, recovery, and 
reconstitution efforts of the States by serving as pre-designated 
Infrastructure Liaisons (IL) and Deputy ILs at the Joint Field Offices
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Protective Security Advisors (PSAs)



 Connect
 Plan
 Train
 Report
Website https://www.dhs.gov/hometown-security
 Active Shooter Preparedness
 Bomb Threat Training
 COOP Suite
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Hometown Security Initiative

https://www.dhs.gov/hometown-security


 Plans (Active Shooter How to Respond)
 Cards, Posters, Factsheets
 Training Videos
 Online Training (Active Shooter: What you can do)
 One Hour Training given by the PSA (Not Tactical)
 Active Shooter Workshops
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Active Shooter Preparedness

https://www.dhs.gov/active-shooter-preparedness
https://www.govevents.com

https://www.dhs.gov/active-shooter-preparedness
https://www.govevents.com/
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Stop The Bleed Campaign

https://www.bleedingcontrol.org/

"Stop the Bleed" is a nationwide campaign to empower individuals to act quickly and save lives.

Website:

Free Training
Resources
Partners
Public Service Announcements

https://www.bleedingcontrol.org/


 Joint effort between DHS, FBI, State, Local, Tribal, and 
Territorial law enforcement partners
 Online Training with certificate

– What is Suspicious Activity, Items, how to report, etc.
 Resources
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National SAR Initiative

https://nsi.ncirc.gov/

https://nsi.ncirc.gov/


14

DHS See Something, Say Something

https://www.dhs.gov/see-something-say-something

https://www.dhs.gov/see-something-say-something


 https://hsin.dhs.gov/
 HSIN is DHS’s primary technology tool for trusted 

information sharing
 HSIN – Critical Infrastructure (HSIN-CI) enables direct 

communication between:
– DHS
– Federal, State, and local governments
– Critical infrastructure owners and operators
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Homeland Security Information 
Network (HSIN)

Presenter
Presentation Notes
HSIN platform requires vetted access to maintain a trusted information sharing environment


https://hsin.dhs.gov/


Mission: 
To provide direct coordination, outreach, and regional support in order to 
protect cyber components essential to the sustainability, preparedness, and 
protection of the Nation’s Critical Infrastructure and Key Resources (CIKR) 
and State, Local, Tribal, and Territorial (SLTT) governments.

Priorities:
 Protection & Sustainment of
Critical Infrastructure
 Information Sharing
 Incident Response Support
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Cybersecurity Advisory Program

Presenter
Presentation Notes





Cyber Security Assessments:
 Cyber Resilience Review (CRR)
 External Dependencies Management (EDM)
 Cyber Infrastructure Survey (CIS)
 Phishing Campaign Assessment (PCA)
 Risk & Vulnerability Assessment (RVA) | Pen Test
 Cyber Hygiene (CH) | Vulnerability Scanning
 Industrial Control Systems (ICS) Survey

Information Sharing and Threat Analysis:
 Automated Indicator Sharing | Threat Feed
 Cyber Information Sharing & Collaboration Program (CISCP) | Trusted Circle
 Enhanced Cybersecurity Service (ECS) | Intrusion Prevention 

Incident Reporting/Response:
 Proactive Hunt & Incident Response Team
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DHS Cyber Security Tools / 
Resources

Presenter
Presentation Notes
Cyber Security Assessments:
Cyber Resilience Review (CRR)
External Dependencies Management (EDM)
Cyber Infrastructure Survey (CIS)
Phishing Campaign Assessment (PCA)
Risk & Vulnerability Assessment (RVA) | Pen Test
Cyber Hygiene (CH) | Vulnerability Scanning
Industrial Control Systems (ICS) Survey

Information Sharing and Threat Analysis:
Automated Indicator Sharing | Threat Feed
Cyber Information Sharing & Collaboration Program (CISCP) | Trusted Circle
Enhanced Cybersecurity Service (ECS) | Intrusion Prevention 

Incident Reporting/Response:
Proactive Hunt & Incident Response Team




 Self Assessment 
 Select Standards
 Determine Assurance Level
 Create Diagram
 Answer the Questions
 Review Analysis and Reports
 Get started by downloading CSET at https://ics-cert.us-

cert.gov/Downloading-and-Installing-CSET
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Cyber Security Evaluation Tool

Presenter
Presentation Notes

 The Cyber Security Evaluation Tool (CSET®) provides a systematic, disciplined, and repeatable approach for evaluating an organization’s security posture. It is a desktop software tool that guides asset owners and operators through a step-by-step process to evaluate their industrial control system (ICS) and information technology (IT) network security practices. Users can evaluate their own cybersecurity stance using many recognized government and industry standards and recommendations. The Department of Homeland Security’s (DHS) Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) developed the CSET application, and offers it at no cost to end users. 

https://ics-cert.us-cert.gov/Downloading-and-Installing-CSET


24x7 contact number: 1-888-282-0870
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Incident Reporting/Malware Analysis

When to Report:
If there is a suspected or confirmed cyber attack or incident that:
 Affects core government or critical infrastructure functions; 
 Results in the loss of data, system availability; or control of 

systems; 
 Indicates malicious software is present on critical systems

Advanced Malware Analysis Center:
 Provides 24x7 dynamic analyses of malicious code. 

Stakeholders submit samples via an online website and receive 
a technical document outlining the results of the analysis. 
Experts will detail recommendations for malware removal and 
recovery activities. 

 Must be provided in password-protected zip files using 
password “infected”

 Email Submission: submit@malware.us-cert.gov
 Web Submission: https://malware.us-cert.gov

Presenter
Presentation Notes
Cyber Security Assessments:
Cyber Resilience Review (CRR)
External Dependencies Management (EDM)
Cyber Infrastructure Survey (CIS)
Phishing Campaign Assessment (PCA)
Risk & Vulnerability Assessment (RVA) | Pen Test
Cyber Hygiene (CH) | Vulnerability Scanning
Industrial Control Systems (ICS) Survey

Information Sharing and Threat Analysis:
Automated Indicator Sharing | Threat Feed
Cyber Information Sharing & Collaboration Program (CISCP) | Trusted Circle
Enhanced Cybersecurity Service (ECS) | Intrusion Prevention 

Incident Reporting/Response:
Proactive Hunt & Incident Response Team


mailto:submit@malware.us-cert.gov
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DHS Contact 
Information

George W. Reeves
Cyber Security Advisor

Office of Cybersecurity & 
Communications

U.S. Department of Homeland Security
Greater Houston, Austin & San Antonio 
Regions
Email: george.reeves@hq.dhs.gov
Mobile:  (281) 714-1259
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Stop. Think. Connect.

https://www.dhs.gov/stopthinkconnect

 Join The Campaign
 Campaign Blog
 Promotional Materials
 Toolkit
 Videos

Presenter
Presentation Notes
The Stop.Think.Connect. Campaign is a national public awareness campaign aimed at increasing the understanding of cyber threats and empowering the American public to be safer and more secure online.

https://www.dhs.gov/stopthinkconnect


The Office for Bombing Prevention (OBP) mission is to protect 
life and critical infrastructure by building capabilities within the 
general public and across the private and public sectors to 
prevent, protect against, respond to, and mitigate bombing 
incidents 
OBP accomplishes this mission through a portfolio of 

complementary programs:
–Coordination of National and Intergovernmental Bombing Prevention 

Efforts 
– Information Sharing and Decision Support
–Counter-IED Training and Awareness
–Capability Analysis and Planning Support 
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Bombing Prevention



 Diverse curriculum of training designed to 
build counter-IED core capabilities, such as:

 Increases knowledge and ability to detect, 
prevent, protect against, and respond to 
bombing threats 
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Counter-IED Training & Awareness

Courtesy of DHS OBP

 Vehicle-Borne IED (VBIED) Detection
 Protective Measures
 IED Search Procedures

 IED Counterterrorism Detection
 Surveillance Detection
 Bomb Threat Management

Presenter
Presentation Notes
OBP develops and delivers a diverse curriculum of training to reduce risk to the Nation’s critical infrastructure by building nationwide counter-IED core capabilities and enhancing awareness of terrorist threats. 
OBP’s counter-IED training and awareness courses and products educate FSL participants such as 
municipal officials and emergency managers,
state and local law enforcement and other emergency services,
critical infrastructure owners and operators, and 
security staff 
on strategies  and methods to prevent, protect against, respond to, and mitigate bombing incidents.

Newest course is VBIED Detection:
Inspire

Stats:
To date: 1,930 events / 71,249 participants (combined TRNG/BMAP)
Maintain an incredibly high average satisfaction rating of 4.6 (out of 5)

TRNG   (To date:  1,916 events / 65,045 participants)
FY09:  113/4,500
FY10:  89/3,725
FY11:  141/6,715
FY12:  148/6,389
FY13:  220/9,343
FY14:  223/6,538
FY15:  216/4,987
TRNG+BMAP (To date: 2,110 events / 75,335 participants)
FY09:  114/4,526	
FY10:  129/6,029
FY11:  180/9,231
FY12:  193/8,949
FY13:  253/11,152
FY14:  247/7,335
FY15:   2288/5,266
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OBP VILT

 Live Instructor
 FEMA SID
 Registration
 HSIN Connect
 Free of charge
 Anyone can take these 

classes

Website:
https://cdp.dhs.gov/obp

https://cdp.dhs.gov/obp


 Secure information sharing 
platform for IED incident 
information, evolving IED 
tactics, lessons learned, and 
counter-IED preparedness 
information

 Builds knowledge and 
preparedness capabilities, 
filling vital gaps in 
information sharing 

25

TRIPwire

Courtesy of TRIPwire

Presenter
Presentation Notes
Within our Information Sharing & Decision Support program area
OBP plays a crucial role in the information sharing fabric of the Federal Government, 
certainly during times of heightened threat or incidents, but 
also in steady state. 
Through our information sharing and decision support role, 
we leverage our communications network, including placement of liaison staff and detail assignments at key Federal agencies
such as the Federal Bureau of Investigation (FBI)’s National Explosives Task Force (NETF),
to ensure timely and accurate information is provided to senior decision-makers across DHS and other Federal agencies to support threat and incident-based crisis decision making.
CTAB Participation
S2 tasking – Consensus Analysis of current IED threats
Also within ISDS
Our Technical resource for incident prevention (TRIPwire) is one of our flagship programs
Through tripwire we provide critical C-IED related information, resources, and tools to our Fed, S, L, and PS partners
Among the types of information we share are:
The latest adversary TTPs
Including construction and functioning details of devices
Incident lessons learned
And other C-IED preparedness info
common site vulnerabilities
protective measures
TRIPwire fill critical gaps in information sharing left by other info sharing mechanisms
S, L, and PS partners have limited access to classified information
Work with Federal partners to distill that information down to an unclassified level in order to get in hands of those that need it.
The detailed counter-IED information provided through TRIPwire complements that of DHS general preparedness information sharing platforms and programs such as Ready.gov and the “If You See Something, Say Something” public awareness campaign. 
(See back ups)
As of the 2nd Quarter of FY15, TRIPwire had 18,000 registered users (exceeding FY15 target of 17,500).
TW several Requirements of the PPD-17 I-Plan
Providing timely and accurate counter-IED information and resources to FSL, private sector, and international partners 
Reached over 600K hits the day after the Boston Bombing – Indication of how heavily relied upon  
Rated Top 5 tool by fusion center analysts across the U.S.
Recent survey data:
90% of users would recommend TRIPwire to a coworker
86% of users rate TRIPwire as an invaluable resource
William Bratton, the current and former New York City Police Commissioner said, “TRIPwire is exactly the kind of support local law enforcement needs on the Federal level to combat and to interdict terrorism,” and 
James Carafano of the Heritage Foundation and George Washington University Homeland Security Policy Institute said, “To its credit, DHS has not been flat-footed in its effort to keep up with the IED threat...One of DHS’s most important initiatives is TRIPwire…This information helps businesses identify suspicious activity – customers that ought to be brought to the attention of law enforcement agencies.” 



 Bomb threat 
guidance materials 
available for 
download

 Awareness 
materials
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TRIPwire

 Courtesy of TRIPwire

Presenter
Presentation Notes
Within our Information Sharing & Decision Support program area
OBP plays a crucial role in the information sharing fabric of the Federal Government, 
certainly during times of heightened threat or incidents, but 
also in steady state. 
Through our information sharing and decision support role, 
we leverage our communications network, including placement of liaison staff and detail assignments at key Federal agencies
such as the Federal Bureau of Investigation (FBI)’s National Explosives Task Force (NETF),
to ensure timely and accurate information is provided to senior decision-makers across DHS and other Federal agencies to support threat and incident-based crisis decision making.
CTAB Participation
S2 tasking – Consensus Analysis of current IED threats
Also within ISDS
Our Technical resource for incident prevention (TRIPwire) is one of our flagship programs
Through tripwire we provide critical C-IED related information, resources, and tools to our Fed, S, L, and PS partners
Among the types of information we share are:
The latest adversary TTPs
Including construction and functioning details of devices
Incident lessons learned
And other C-IED preparedness info
common site vulnerabilities
protective measures
TRIPwire fill critical gaps in information sharing left by other info sharing mechanisms
S, L, and PS partners have limited access to classified information
Work with Federal partners to distill that information down to an unclassified level in order to get in hands of those that need it.
The detailed counter-IED information provided through TRIPwire complements that of DHS general preparedness information sharing platforms and programs such as Ready.gov and the “If You See Something, Say Something” public awareness campaign. 
(See back ups)
As of the 2nd Quarter of FY15, TRIPwire had 18,000 registered users (exceeding FY15 target of 17,500).
TW several Requirements of the PPD-17 I-Plan
Providing timely and accurate counter-IED information and resources to FSL, private sector, and international partners 
Reached over 600K hits the day after the Boston Bombing – Indication of how heavily relied upon  
Rated Top 5 tool by fusion center analysts across the U.S.
Recent survey data:
90% of users would recommend TRIPwire to a coworker
86% of users rate TRIPwire as an invaluable resource
William Bratton, the current and former New York City Police Commissioner said, “TRIPwire is exactly the kind of support local law enforcement needs on the Federal level to combat and to interdict terrorism,” and 
James Carafano of the Heritage Foundation and George Washington University Homeland Security Policy Institute said, “To its credit, DHS has not been flat-footed in its effort to keep up with the IED threat...One of DHS’s most important initiatives is TRIPwire…This information helps businesses identify suspicious activity – customers that ought to be brought to the attention of law enforcement agencies.” 



 Joint DHS-FBI program that promotes 
private sector point-of-sale awareness 
and suspicious activity reporting to 
prevent misuse of dual-use explosive 
precursor chemicals and components 
commonly used in IEDs 

 Increases prevention opportunities by 
building a network of aware and 
vigilant private sector partners 
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Counter-IED Training & Awareness

Courtesy of DHS/FBI

 Bomb-Making Materials Awareness 
Program (BMAP)

Presenter
Presentation Notes
Also within our training and awareness initiative area: 
our Bomb-making Materials Awareness Program (BMAP) is a joint initiative with FBI

The goal of BMAP is to increase prevention opportunities by
building a network of aware and vigilant partners throughout the private sector – 
focusing on point-of-sale employee awareness and
reporting of suspicious purchases of explosive precursor chemicals and components commonly used in IEDS

These employees then help to serve as the “nation’s eye’s and ear’s” - acting as force multipliers in detecting and reporting suspicious activity.

We know of the effectiveness of BMAP because
We’ve found where BMAP is specifically being referenced on jihadist websites discussing countermeasures to BMAP principles
And, because programs such as BMAP have contributed directly to thwarting real-world terror plots.
Aldawasari case in 2011
Plotting to attack CI in Dallas & NY

Stats:
To date: 194 events / 10,290 participants
Maintain an average satisfaction rating of 4.9 (out of 5) in FY15
FY09:  1/25	
FY10:  40/2,304
FY11:  39/2,516
FY12:  45/2,560 
FY13:  33/1,809
FY14:  24/797
FY15:  12/279



 One-stop shop for 
countering the threat of 
explosives

 Toolkit divided into five 
sections
– VILT
– Self-Paced, Computer-Based 
– In-Person Training
– Job  Aids
– Training and Awareness 

Videos
28

Other Products and Services

 Bombing Prevention 
Solutions Portfolio



 Online repository of resources to 
empower campus leaders to enhance 
security and resilience

 Resources organized according to 
specific threat/hazard

 Further categorized according to its 
relevant Mission Area

 https://www.dhs.gov/campus-
resilience-program-resource-library
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Other Products and Services

 Campus Resilience Program Resource 
Library

Presenter
Presentation Notes
Mission area as outlined in the FEMA National Preparedness Goal. 

https://www.dhs.gov/campus-resilience-program-resource-library


 https://www.infragard.org
 InfraGard is an information-sharing and analysis effort serving 

the interests of and combining the knowledge base of a wide 
range of members

 At its most basic level, InfraGard is a partnership between the 
Federal Bureau of Investigation (FBI) and the private sector

 InfraGard is an association of businesses, academic 
institutions, State and local law enforcement agencies, and 
other participants dedicated to sharing information and 
intelligence to prevent hostile acts against the United States

30

InfraGard

Presenter
Presentation Notes
InfraGard platform requires vetted access to maintain a trusted information sharing environment


https://www.infragard.org/


 DHS regulates security at high-risk chemical facilities through 
the CFATS program

 CFATS follows a risk-based approach, allowing DHS to focus 
on high-risk chemical facilities

– To determine if a facility is subject to CFATS, DHS looks at the 
unique circumstances faced by the facility

– If the facility is in possession of threshold quantities of Appendix A 
Chemicals of Interest (COI), the facility must provide information to 
the Department to support risk assessment 

– This applies even if the facility does not consider itself a “chemical 
facility”—CFATS applies to hospitals, mines, universities, etc.

31

The Chemical Facility Anti-Terrorism 
Standards

Presenter
Presentation Notes
Notes to speaker: 

-The 2014 CFATS Act will expire in January 2019, and DHS is looking forward to working with Congress on reauthorization of the program
-In September 2016, DHS began “retiering” all facilities with screening threshold quantities of chemicals of interest using the Enhanced CFATS Tiering Methodology.  More information on the tiering methodology is available from the IP Region 6 CFATS Team



Outreach: DHS outreach for CFATS is a continuous effort to 
educate stakeholders on the program. 
• To request a CFATS presentation or a CAV, individuals may submit a 

request through the program Web site, located at 
www.dhs.gov/chemicalsecurity, or by e-mailing DHS at CFATS@dhs.gov. 

CFATS Help Desk: DHS has developed a CFATS Help Desk that 
individuals can call or email with questions on the CFATS program.

• Hours of Operation are 8:30 AM – 5:00 PM (ET), Monday through Friday
• The CFATS Help Desk toll-free number is 1-866-323-2957
• The CFATS Help Desk email address is csat@dhs.gov

CFATS Web Site: For CFATS Frequently Asked Questions 
(FAQs), CVI training, and other useful CFATS-related information, 
please go to www.dhs.gov/chemicalsecurity.  

32

Available Resources

Presenter
Presentation Notes
InfraGard platform requires vetted access to maintain a trusted information sharing environment


http://www.dhs.gov/chemicalsecurity
mailto:CFATS@dhs.gov
mailto:csat@dhs.gov
http://www.dhs.gov/chemicalsecurity


Questions

32
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CF “Buck” Hamilton, PSA – West Texas
cf.hamilton@dhs.gov

Lee Otten, PSA
Edwin.otten@dhs.gov

Bryan Gray, PSA
Bryan.Gray@hq.dhs.gov

Jeff Murray, PSA
Jeffrey.Murray@hq.dhs.gov

Rick Cary, PSA
richard.cary@HQ.DHS.GOV

For more information, visit:
www.dhs.gov/critical-infrastructure

mailto:cf.hamilton@dhs.gov
mailto:Edwin.otten@dhs.gov
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